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1 Background

AI agents are now used in many critical tasks. This creates clear risks: misunderstanding
user intent, violating constraints, and triggering unsafe tool actions. Existing defenses
often treat agents like traditional software and rely on static filters. In long and dynamic
interactions, these methods can miss prompt injection, privilege escalation, and data
poisoning [6, 3, 10, 12, 13].

2 Why Is This Problem Important?

[1]

Agents are becoming the execution layer of complex workflows. For critical tasks, one
correct output is not enough. We need stable behavior through input, reasoning, and action.
Recent incidents show that intent errors and constraint violations can cause real damage:
budget and policy constraints can be misread, indirect injection can manipulate tool use,
and some systems still perform destructive actions against explicit user instructions. Large-
scale evaluations also report many successful policy violations under attack settings [4, 17].

These are not isolated failures. They point to a system-level challenge: in open, multi-tool
environments, agents must remain aligned, constrained, and auditable.

3 Threat Model

Agent attacks can be grouped by where they act: at the system level (prompt injection
and policy bypass), at the input level (knowledge poisoning, RAG poisoning, poisoned tool
descriptions, and output contamination), and at the infrastructure level (cache poisoning
and multi-tenant leakage). A key concern is unsecured tool invocation that can lead to
remote code execution [17, 14].

4 Existing Solutions

Current defenses include content filtering, security scanning, access control, and execution
isolation. Content filtering is effective for known patterns but weak against adaptive
attacks [12, 13]. Security scanning is useful for known vulnerabilities, yet limited for
runtime intent and policy checks. Access control remains necessary but difficult to tune
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for general-purpose agents in multi-tool environments [7, 19, 20, 21]. Execution isolation
can reduce risk, but often at the cost of utility and efficiency.

The core limitation is that these methods usually do not model agent reasoning and action
as a continuous process. They often fail to verify high-risk decisions before execution.

Representative Work: Representative work includes Defeating Prompt Injections by
Design, which separates planning and execution [5]; AgentArmor, which applies program-
analysis views over runtime traces [3]; SecAlign, which improves security behavior with
preference optimization [6]; and Progent, which studies programmable privilege control
for agents [7]. Industrial systems such as ccAI-style secure infrastructure also inform
deployment design [8], and open-source practice guides such as OpenClaw provide useful
zero-trust engineering patterns [9].

5 Evaluation

Most evaluations use AgentDojo (ETH) as the testbed, which is widely adopted for
benchmarking [4, 17, 16].

Figure 1: AgentDojo Evaluation

6 Our Goal

Our goal is to keep overhead controllable, maintain compatibility across different agents
and LLMs without changing the base model, and provide broad coverage beyond prompt
injection. We call this a security kernel: the LLM is treated as an application, while policy
is enforced by a separate control layer.

7 Personal Ideas

LLMs can solve complex language tasks, but they can still be misled. So we should design
anti-fraud style safeguards for agent behavior.

We can learn from counterexamples and preference optimization, as shown in SecAlign [6].

AgentArmor provides a strong baseline, but some parts can be extended: multi-path
reasoning checks, stronger alert analysis, and trust scoring beyond prompt priority [3].

The first step is to extract intermediate reasoning signals and attach rationale to each tool
call. Then we can estimate action trustworthiness from both source quality and reasoning
consistency.
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Another idea is to score the trustworthiness of knowledge sources, updating these scores
in real time, similar to how humans judge information [18, 24]. Finally, even when actions
are deemed untrustworthy, sandboxed execution or post-execution verification can ensure
safety.

8 Technical Novelty

The technical novelty is centered on four connected ideas: a unified Agent Trace IR
that normalizes behaviors across frameworks for global checks [23, 22]; evidence-carrying
actions that bind high-risk calls to user intent and trusted evidence; a capability ledger
with short-lived just-in-time grants; and a plan-execute gate that limits actions to reviewed
plans and parameter shapes.

9 System Design

This is a research statement, not a fixed implementation schedule. At the current stage,
the design is intentionally exploratory.

The current direction emphasizes reason-to-action linking, so each high-risk tool call carries
explicit rationale and evidence. It also uses source credibility scoring, where retrieved
knowledge is weighted by dynamic confidence rather than treated equally [15]. On top of
that, execution decisions are intended to combine source quality and reasoning consistency,
with fallback safe execution in a sandbox when confidence is low.

Several points still require deeper analysis: how to calibrate trust scores, how stable
intermediate reasoning signals are across frameworks, and how to balance strict blocking
with task utility.

10 Research Approach (Core Objectives)

How do we define trustworthiness? The following mechanisms are essential: How do we
define trustworthiness? We use four mechanisms in a connected way: Mechanism A
(Utility alignment), where the agent stays aligned with user goals and avoids drift;
Mechanism B (Security compliance), where the agent follows system and user
policies; Mechanism C (Fact consistency), where conclusions are grounded in evidence
with source confidence [15]; and Mechanism D (Clarification), where the agent asks
follow-up questions before acting on ambiguous input.

This direction is still evolving. In this semester, the goal is to finalize the technical route,
build a proof-of-concept prototype, and complete a preliminary evaluation.
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